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Industry giants discuss how digital and cognitive technology
innovations have the potential to radically re-engineer banking.

What does it mean for a bank
to be truly digital? How will
banks differentiate themselves
and add value to customers in
the digital economy? And what
are the implications for banks’
services and business models
as cognitive systems go main-
stream? These are just some of
the topics on the agenda for this
morning's big issue debate on
‘Cognitive business and the fu-
ture of financial services'.
Through its Watson platform,
IBM has been at the forefront
of the development and appli-
cation of cognitive systems for
more than a decade. CEO Ginni
Rometty will open the session
with a keynote speech on the
possible impacts on the financial
services industry, in which she
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will highlight the latest trends
in cognitive computing, focus-
ing in particular on the uses of
a new class of cognitive systems
that understand, reason and
learn, in combination with in-
telligent automation and block-
chain networks. Rometty will
then be joined for a moderated
discussion with UBS group CEO
Sergio Ermotti, who will share
his thoughts on how banks and
other financial services provid-
ers can adapt to and thrive in
this evolving new landscape.

Limitations and
benefits

Their discussion will be mod-
erated by Dean Garfield, pres-
ident and CEO of the Informa-

tion and Technology Industry
Council, who acknowledges the
far-reaching and transformative
implications of advances in the
related fields of machine learn-
ing, artificial intelligence and
cognitive computing.

"We now have cars that are
smart enough to realise the po-
tential for an accident to occur
more quickly than the driver. We
have robots that can conduct
surgery that is more precise and
beneficial to the patient than
any surgeon in history. In ad-
dition, we are developing data
analytics that can identify rem-
edies and prescribe medication
that is highly personalised to the
precise needs of the individual,”
he says, noting: “We must, how-
ever, be alert to the potential

limitations as well as the poten-
tial benefits. Cognitive systems
are inspired by the brain, but
they are not the brain.”

In many cases, Garfield sug-
gests, these recent advances
should be viewed as augment-
ing existing capabilities rather
than replacing them wholesale.
As such, it is important to un-
derstand where and how they
can be applied for maximum
utility. “Cognitive systems ef-
fectively learn through obser-
vation over time, making them
highly effective for tasks such
as detecting the kinds of pat-
terns that might indicate fraud.
But artificial intelligence should
be regarded as one more layer
in a firm's cyber-security de-
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Correspondent
banking is
responding to
pressures for
change. How will
new initiatives
and technologies
help it to deliver
greater value to
customers?

Correspondent banking is at
an inflection point. “For many
years, the core clearing prod-
uct did not need to change, but
now it does,” admits Anurag
Bajaj, head of banks at Standard
Chartered's transaction banking
business. “New regulations, more
nimble FinTech companies nib-
bling at the product value chain,
enhanced sanctions screening,
know-your-customer (KYC) and
anti-money laundering (AML) ex-
pectations, as well as increased
capital requirements, are im-
pacting the customer experience
more than in the past. The impact
is more visible now given the ro-
bust growth of cross-border busi-
ness driven by e-commerce play-
ers such as Amazon and Alibaba.”
Greg Murray, global product
head of high-value payments at
Bank of America Merrill Lynch,
agrees on the need for change.
“The time is right for the glob-
al payments innovation (gpi)
initiative launched by SWIFT
- and the level of commitment
continued on page 6
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Cognitive systems are inspired by
the brain, but they are not the brain.

Dean Garfield, president and CEO, Information and Technology Industry Council

fences rather than a sufficient solution
in its own right, as factors such as resil-
ience and redundancy remain critical,”
he insists.

Nevertheless, Garfield sees significant
efficiency and service gains arising from
the greater integration of cognitive sys-
tems and other parallel technology in-
novations into finance sector processes
and services. "As far as the back office
is concerned, there is an opportunity to
process transactions at greater scale
than would otherwise be possible, and
to identify and correct anomalies. At the
front end, we're already seeing artificial
intelligence being deployed to help re-
tail investors understand where and how
to invest and get the best returns. But
| think there is potential to help those
who don't currently make optimal use of
the finance sector, for example through
application of voice recognition technol-
ogies, to improve financial inclusion,” he
says.

Strategic challenges

At a time when banks' customers are
more demanding and more mobile, cog-
nitive systems provide banks with many
new options for utilising data to deliver
value. Cognitive systems have a wide
range of applications in banking and fi-
nancial services because of their ability

to sift through unstructured data and
respond to natural language queries in
real-time with hypotheses and recom-
mendations - becoming more precise
and personalised with every new use. An
IBM Institute for Business Value report
published last week, titled ‘The Cogni-
tive Bank’, suggests that industry exec-
utives are keen to explore their poten-
tial. Just 1% of the 2,000-plus c-suite
bankers surveyed said their firms had
adopted cognitive technologies, but al-
most a third of respondents from banks
that had outperformed peers in the
last three years said they were ready
to adopt cognitive computing. Many al-
ready believe cognitive systems can help
them meet their key strategic challeng-
es, with 49% of the total sample antic-
ipating improved operational efficiency
and 46% expecting to enhance custom-
er engagement.

The report cites three broad appli-
cations. First, cognitive systems can
help banks engage with clients at scale,
supporting personalisation of services
through the ability to contextualise data
and learn from interaction. Second, cog-
nitive systems can provide more effec-
tive analytical insights that can help bank
staff make better decisions, for example
by making recommendations based on
past customer data, or capturing the
‘'market DNA" on a particular trend or
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theme, or even redesigning products or
processes for greater efficiency. Third,
the ability of cognitive systems to ingest
multiple disparate data sources enables
them to provide enterprise-wide visibility
into specific business challenges - such
as risk management or requlatory com-
pliance - to ensure that even global firms'
processes can be aligned with agreed
policies and principles.

Although the cognitive erais in its for-
mative stages, the scope for a revolution-
ary impact on banking services and mod-
els seems evident. As Rometty observes,
“In five years, cognitive computing will
impact every decision.”

Smart contracts

Like other major global financial
institutions, UBS has been keeping a
close eye on the impact of digital and
cognitive technology innovations in or-
der to position itself to meet the needs
of its clients well into the future. One of
the more high-profile elements of the
bank's approach has been the establish-
ment of the UBS Innovation Lab, located
in London’'s Level39 FinTech acceler-
ator. Among several lines of research
into the future of banking is the Crypto
Pathfinder Program, which has been ex-
ploring use cases for blockchain-based
technologies.

The programme team has been
investigating the viability of a highly
automated process that leverages smart
contracts to issue and trade a 'smart
bond" without the need for pre- and
post-trade intermediaries. The smart
bond concept is a prime example of the
potential for digital technology innova-
tion to render long-standing elements
of the financial markets obsolete - and
there are several others in a recent UBS
white paper, ‘Building the Trust Engine’.
The document lays out in detail the ways
in which widespread adoption of block-
chain could transform not only finance,
but the world. It also makes clear that
traditional business models are under
threat, not just familiar processes. While
blockchain’s ability to act as a decen-
tralised, autonomous and reliable record
of transactions or accounts can reduce
the complexity and cost of many of to-
day's banking interactions, its ability
to certify identity much more flexibly
and conveniently than current proto-
cols could move security, compliance
and due diligence into a new paradigm.
The risk and capital consequences of
real-time settlement, inherently compli-
ant products and blockchain-connected
smart wallets, to take just three exam-
ples, are mind-boggling and the new
roles for banks far from clear. Perhaps
mindful of centuries of change and in-
novation in the financial industry, UBS is
relatively positive.

“With the disintermediation of trust
may come new paradigms which could
put large, centralised organisations at a
disadvantage,” the white paper asserts,
noting however: “There is more to bank-
ing than just transactions. Since its early
days it has also been about personal re-
lationships, expertise and advice. These
functions will not disappear.”

How will cognitive computing change
current banking services, operating
models and strategies? Come to today’s
session to find out. B
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COMPLIANCE

Deep thinking on the
future of compliance

#Data #Payments #tTechnology

Advances in machine-learning techniques are extracting more content and
context than ever before, even from unstructured data. How can such innovations
help to create more cost-effective compliance monitoring solutions?

It's hard to put a figure on the ‘true’ cost
of compliance to the banking industry. It's
easy, however, to conclude the cost is big,
very big, and growing. In 2015, a Financial
Times article estimated that the annual
outlay for some banks was upward of
USS$4 billion. For individual institutions,
sums twice this amount have been sug-
gested. There is no doubting the fact that
banks' compliance headcounts have risen
sharply into the tens-of-thousands. The
cost of recruiting chief compliance offi-
cers is often cited as one of the reasons
executive pay continues to climb. But as
banks are being pressed by requlators to
improve their compliance monitoring and
reporting capabilities, other forces are
compelling them to rein in costs across
the board.

“Everyone realises that machine learn-
ing is the future,” says Anthony Fenwick,
global head of AML compliance, treasury
and trade solutions at Citi. Not only is the

cost of compliance running into the hun-
dreds-of-millions, he observes, but the fo-
cus of banks’ investment on compliance
needs to shift. Over the last decade, much
of the investment has been around rules-
based scenarios to monitor and root out
suspicious activity. “This is simply not
cost-effective,” says Fenwick. The pro-
cess involved in filing a suspicious activi-
ty report is lengthy, labour-intensive and
more often than not fruitless. Detection
and execution ratios are poor.

A big part of the problem is that banks
are bogged down by running multiple
legacy systems. For the purpose of mon-
itoring transactions, data from all these
systems has to feed in together. “This
can cause havoc with monitoring,” ex-
plains Fenwick, “especially because the
more you try and get out of it, the more
data-hungry it becomes.” One of the
biggest problems with a monitoring sys-
tem is that when an alert is generated,
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aciworldwide.com
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Everyone realises that machine
learning is the future.

Anthony Fenwick, global head of AML compliance, treasury and trade solutions, Citi

it becomes necessary for the appropriate
data sets to be identified and unravelled,
taking account of different systems and,
in the case of the largest banks, contend-
ing with regional variances.

“Compliance is a huge cost of doing
business today,” acknowledges Dan
Adamson, founder & CEO of OutsidelQ,
a compliance-focused cognitive solu-
tions developer. Much of that cost is
human, with banks creating armies of
people to monitor transactions and in-
vestigate alerts. Adamson sees this as a
‘knee-jerk’ reaction by banks, throwing
bodies at the problem when the requla-
tory bar is raised. While this approach
has allowed banks to continue to con-
duct business, it is far from optimal
and comes with a significant price-tag.
A lot of compliance work is done in du-
plicate, even triplicate, because it is so
error prone. There is a huge overhead
to recording everything and making it
auditable. "It is not only inefficient, it is
ineffective: a lot of money laundering
isn't caught,” says Adamson. “We have
created this monster that spits out mil-
lions of alerts,” concurs Fenwick.

How to be smart

There is common consensus that banks
need to find a more intelligent solution.
Prior to founding OutsidelQ six years ago,
Adamson joined Microsoft to work on
Bing, the web search engine owned and
operated by the software giant, where
he focused on refining its vertical search
strategy. OutsidelQ was established on
the premise that the machine-learning
techniques and vertical search algo-
rithms used for consumer site searches
could be adapted for business to help
deal with risk. “We have incubated a tech-
nology that is now a cognitive comput-
ing platform based on machine-learning
techniques and focused on identifying
risks,” explains Adamson.

While the underlying platform is ubig-
uitous, OutsidelQ has developed products
that serve specific use cases, including
a due diligence product, DDIQ, geared
to identifying risks around on-boarding
clients. By relying on machine-learning
techniques it allows users to conduct due
diligence in a highly reproducible, audit-
able and cost-efficient manner, explains
Adamson. Work that was previously un-
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dertaken manually can be done by com-
puters. “It clears the noise,” he explains,
enabling banks to move up to 95% of
their KYC workload into a machine-
operated Al environment.

Citi's Fenwick supports the develop-
ment of machine-learning based prod-
ucts that are built for a specific use
case. Today, the compliance process is
hampered by banks relying on a single
‘catch-all’ monitoring system that runs
similar risk scenarios, irrespective of
client type or the market in which they
operate. “At present it is a catch-all that
catches little and that is the problem,”
says Fenwick. The monitoring process as
it stands fails to distinguish in a mean-
ingful way between a hedge fund and
a large corporate client, for example.
“These are very separate and distinct
businesses and we are going to have to
start creating different monitoring plat-
forms,” says Fenwick.

One example of a specific use case
might be correspondent banking, where
Fenwick sees a potential role for SWIFT in
developing a tool to monitor transactions
using machine-learning techniques, sup-
ported by human oversight and guidance.
Ideally, he would like to see a tool devel-
oped that allowed the bank to eliminate
MT 202s from its roster of items to moni-
tor, a move which he says could potential-
ly save millions of dollars.

Human dimension

While there is agreement on the benefit
of machine-learning techniques, there
is no room to become over-evangelical
about their application. One of the his-
torical failings of monitoring systems is
that they have been left solely to tech-
nologists and operational teams to build.
“This results in a monitoring system op-
erating like a mathematical model, rath-
er than an investigatory tool designed to
detect someone who is undertaking crim-
inal activity,” says Fenwick.

“One of the pitfalls with machine
learning is to think that monitoring
is something you can leave solely to
a computer,” he adds. Although Al
functionality can make a significant con-
tribution to compliance monitoring by
eradicating the mundane and stemming
unnecessary errors, the human element
is still critical. Machine-learning solu-

www.sibos.com www.swift.com



|
COMPLIANCE

tions will ultimately allow banks’ com-
pliance teams to move away from an
approach that monitors every transac-
tion coming down a pipe, to concentrate
instead on the pathways that throw up
abnormalities.

This is an approach that Adamson
supports. While a great advocate of
machine-learning techniques in the
here and now, he believes computers
have a defined place, albeit a very im-
portant one, in the compliance process.
Machines can be very good at weeding
out 95% of the noise, but a human ‘last
step’ will be necessary for a final re-
view leading to action. In the very near
future, Adamson predicts, we will see
more people working on the smarter
oversight aspects of compliance, with
the routine groundwork having been
laid by machines.

Machine learning - The
future of compliance?
Wednesday 28 September -
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The revival starts here

continued from page 1

among banks speaks to a common de-
sire to move the process forward,” he
says. “Transparency of cost, certainty of
payment and traceability and tracking
are essential if commercial cross-border
payments are to operate with the same
effectiveness as the cross-border com-
merce they support.”

Certainly, banks are keen to enhance
the client experience, and more effec-
tive tracking of payment is part of the
solution. Philip Bruno, expert principal
at McKinsey, suggests the largest clients
might not be the ones to benefit most.
“Very few financial institutions start with
meeting the needs of SMEs, who are per-
haps the most likely to see benefit from
SWIFT's gpi in terms of reduced friction,”
he says. Nevertheless, Bruno believes gpi
gives timely support to banks' efforts to

alised. But we are confident as a group
that the necessary changes will be made
both by payment systems and the banks
that use them,” he says.

As well as collaborating on customer
initiatives to maintain relevance, banks
are also under pressure collectively from
regulation. As such, they also need “a
cooperative model that will enable them
to share knowledge and expertise in ar-
eas such as KYC and AML,” says Bruno.
Independent of requlatory pressures, the
industry must address the twin threats
of financial crime and cyber-security,
asserts Susan Skerritt, global head of in-
stitutional cash management and Amer-
icas regional head of Global Transaction
Banking at Deutsche Bank. “Correspon-
dent banking is in a key position to fight
cross-border financial crime and prevent
cyber-security breaches that damage in-
dividual lives and businesses,” she says.
"While requlators may provide additional
encouragement from time to time, suc-
cessfully tackling these problems is nec-
essary if the industry is to survive, grow
and meet the evolving needs and expec-
tations of our clients.”

The need for banks to act is increasing-
ly urgent, suggests Standard Chartered’s
Bajaj. “Geopolitical unrest has increased.
As a consequence, cross-border financial
crime is a major issue for the industry.
The minimum requirements for ‘success’
are higher,” he observes. “Banks need to
make sure clients’ activities are well un-
derstood and AML/KYC and sanctions
screening procedures are robust. Not
only do transactions need to be screened
in real time, but analysis of past patterns
and transactions history can also help
identify problem areas and hotspots.”

If banks do not deal with the issues
themselves, whether individually or
through combined ventures, it is likely
that new FinTech companies will take on
the problem, as the potential returns are
large. While respectful of these new par-
ticipants, Bajaj believes incumbent banks
enjoy a number of advantages that are
easily underestimated. “Banks benefit
from being regulated - their customers
trust them and the infrastructures they
use,” he says. “In addition, banks are able

Transparency of cost, certainty of
payment and traceability and tracking

are essential.

Greg Murray, global product head of high-value payments, Bank of America Merrill Lynch

support the evolving payment needs of
clients. "Digitisation of B2B commercial
transactions is happening now and if
banks want to avoid being disrupted they
need to adapt and create alternatives
that maintain their position in the overall
transaction journey,” he says.

No illusions

Time is of the essence, but there remains
the practical reality of managing the
complex process of getting things done.
No-one is under any illusion about the
scale of the task or the level of invest-
ment of people and money that will be
required. Deutsche Bank has made public
its intention to commit more than €1 bil-
lion to its transactions businesses in the
coming years. At Bank of America Mer-
rill Lynch, Murray notes that investment
is not limited to the banks themselves.
“SWIFT's gpi is only as good as its weak-
est link. In some cases, local payment
systems will need to adapt to SWIFT gpi
standards if its benefits are to be fully re-
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to offer corporate customers, large and
small, @ number of other services that
pure technology firms executing financial
transactions cannot.”

Hedging bets

Whether this is sufficient remains to be
seen. All agree that the level of trust is
lower than it once was. Some of the very
largest banks are already hedging their
bets by working on new technologies
within a number of consortia as well as
setting up their own accelerator and in-
cubator programmes. Blockchain, which
today features in almost any discussion
on financial services technology devel-
opment, presents both a threat and an
opportunity.

Skerritt believes that not all banks,
even some of the very largest, will be will-
ing to make the investment necessary,
but says those that do will be better posi-
tioned to meet future challenges. Even so,
she suggests correspondent banking may
not be affected by technology innovation

Payments, which are relatively efficient
today, may not be the best starting
point for the use of blockchain.

Susan Skerritt, global head of institutional cash management and Americas regional head,

Global Transaction Banking, Deutsche Bank

as directly or immediately as adjacent
business lines. “Technology, especially
very new developments like blockchain,
takes time to reach a level of adoption to
reach a ‘tipping point’. Payments, which
are relatively efficient today, may not
be the best starting point for the use of
that new technology,” she says. Within
transaction banking activities, trade fi-
nance and securities settlement are seen
as better candidates. Meanwhile FinTech
firms may, as Bruno notes, “take a less
direct approach by offering payments off
the back of other bank-owned payment
systems such as invoicing platforms".
Both Mark Buitenhek, global head of
transaction services at ING, and James
Wallis, vice president, global payments
and blockchain at IBM, believe that the
next three to five years will see distrib-
uted ledgers and blockchain technology
delivering better solutions in a number
of areas of correspondent banking. “The
most attractive use cases at present seem
to be around smart contracts in trade fi-
nance and conditional payments. Domes-
tic payments may not merit a solution
involving the complexity of blockchain,
but cross-border payments are definite-
ly a good candidate,” says Buitenhek.
As such, he hopes that the industry will
take a 'deep dive’ into the requirements
to properly determine whether this new
technology represents a viable next step
following the completion of SWIFT's gpi.
However he recognises, “the existing in-
frastructure covers thousands of banks
and represents a massive level of con-
nectivity. Implementing anything new is
going to represent a huge challenge, or-
ganisationally as well as technologically.”

Innovation in practice

Both IBM and ING are exploring using
blockchain through many channels. ING
is @ member of the R3 consortium of
financial institutions, which completed a
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trial of five nascent blockchain technolo-
gies earlier this year. IBM is working with
the Linux Foundation and dozens of oth-
er financial and technology companies
on the Hyperledger Project to advance
blockchain technology by identifying
and addressing important features for
a cross-industry open standard for dis-
tributed ledgers. According to Wallis, this
initiative will offer users an open source
distributed ledger, smart contracts, secu-
rity and permissioning and will validate
transactions using a consensus meth-
od, rather than ‘proof of work’. As Wallis
notes, “regulated businesses will almost
certainly require a permissioned block-
chain and consensus is the appropriate
way to validate in those cases.”

IBM's own global finance arm launched
an initiative in which blockchain is be-
ing used as an adjunct to the existing
core capabilities without replacing them.
Wallis sees this as an approach that
could facilitate use of blockchain in many
areas. "Blockchain can start by adding
value to existing processes alongside
current systems,” he says. “As users and
senior management better understand
the capabilities and as the technology
itself matures, blockchain can become a
candidate to replace core technologies at
the appropriate time.”
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Thinking cyber - at every

level of

he business

HSWIFT Institute #Market Infrastructures #Cyber-security

With cyber-security concerns an increasing industry priority, Euroclear UK &
Ireland CEO John Trundle explains why cyber-threats are a business rather than
a technical issue.

Sibos Issues: How do

you view the main cyber-
threats to businesses in
the financial sector today?

John Trundle: We tend to think
about the technical threats and
of course those threats are
real, but the market needs to
realise cyber-security is more
than having good IT systems. It
also concerns a firm's day-to-
day ‘'hygiene. Good practices
include monitoring access to
buildings, maintaining password
controls and challenging people
you don't recognise.

Cyber-risk can involve many
kinds of system exploitation
that can harm the company, so
we make sure our staff are well
informed in terms of the threats.

At Euroclear, we do an inter-
nal threat assessment in which
we work with external special-
ists to identify and examine dif-
ferent scenarios relevant to our
industry. We then categorise
them in order, prioritising those
scenarios to which we could be
most vulnerable.

Sibos Issues: What specific
cyber-threats does the
industry face on a
day-to-day level?

John Trundle: We are well pro-
tected against many of the out-
sider threats, but culturally, it can
be difficult to raise the alertness
of employees to insider threats.
This is because most of our em-
ployees are extremely competent
professionals, many of whom
have been with us for a long time
and are highly trustworthy.

But in the absence of any in-
cidents that disrupt the business
from an insider perspective, peo-
ple tend to assume they will nev-
er happen and are very trusting.
This makes a firm vulnerable if it
has a ‘bad egq’ in the company.

One of the areas we focus on
is to make people appropriately
aware of security threats from
colleagues as well as outsiders, to
raise awareness overall. It is easier
to imagine the ‘bad guy' in anoth-
er part of the world using high-
tech techniques to try to infiltrate
the company. It is much harder to
imagine a colleague or a visitor
committing this type of attack.

There are many potential
routes into a company’s systems,
including the impersonation of
business leaders in order to try
to initiate a fraudulent transac-
tion. So staff have to be alert, as
well as firms being technically
resilient to prevent access.
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Sibos Issues: How has the
task of maintaining cyber-
security defences changed
in recent years?

John Trundle: We have seen a
lot of new potential threats. A
firm cannot be complacent, and
must remain up to date with best
practice in protecting its envi-
ronment against cyber-threats.

Over the last couple of years,
the sophistication around mon-
itoring system traffic has im-
proved significantly. For example,
we now have teams that monitor
what normal looks like in terms of
data exchanges between differ-
ent parts of the organisation in
order to detect unusual patterns.

The timeliness of this pro-
cedure has also improved. We
can now run separate monitor-
ing systems, 24 hours a day. We
have always had operational
teams monitoring our systems,
but now have separate teams
who specifically monitor both
external and internal threats
from a cyber perspective.

Sibos Issues: Why is it
important to see cyber-
security as a business
issue?

John Trundle: The reason | am
speaking at Sibos about cyber-
security rather than a head of
technology is to show this is a
topic that must be owned by the
business side as well as the IT
side. It has to be shared across
the firm.

Business leaders do not need
to understand every last detail
of the technical threat, but they
need to be on top of the broad
types of threat that we face and
the best ways to try to mitigate,
prevent and respond.

It is important to empha-
sise the business aspect of
cyber-security because we run
a business process across vari-
ous high-tech systems, and this
process has a number of entry
points whose controls are set by
the business leaders.

Sibos Issues: What specific
measures do you take

to train staff in cyber-
security practices?

John Trundle: We run a lot of
internal training on the risks of
sharing information with anyone
from outside the company who
is trying to access its internal
systems.
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This kind of training is rele-
vant both to our professional
and personal lives, which in-
cludes the protection of person-
al computers. We try to make
staff conscious of a wide range
of risks, for example by deliber-
ately sending them spam emails
and then assessing their re-
sponses. I've learnt a great deal
personally from this!

Sibos Issues: What should
business leaders be doing
themselves to address
cyber-security issues?

John Trundle: The first priority
is to conduct a thorough review,
utilising external expertise as
necessary; taking into account
both technical and business as-
pects. When we conducted such
a review, we identified and an-
alysed scenarios from the per-
spective of how we might be
attacked and the ways in which
we might be vulnerable.

The reputational risks of be-
ing perceived as not sufficiently
strong on cyber-security are sig-
nificant. Business leaders should
recognise this and talk about it
openly throughout the business
community.

Sibos Issues: What specific
measures can business
leaders take in the event of
a cyber-attack?

John Trundle: There are a num-
ber of organisations enabling
the sharing of information.
These groups are very good at
providing advice about potential
attacks and informing relevant
parties of new forms of attack.
This is particularly important in
the financial services sector, as
firms face similar kinds of threat.

Once under a successful at-
tack, a firm can manage the
event as best as possible, but
in some respects it's too late if
the right measures haven't been
taken. All a firm can do then is
minimise rather than prevent
the damage. We all face the pos-
sibility of a successful attack
and need to plan for that type of
scenario.

Sibos Issues: Are any
particular business
streams more susceptible
to threats than others?

John Trundle: A question that
everyone in the financial ser-
vices industry is asking itself is
‘why target me?' The fact is we
are all in the firing line as there
are so many external threats.

The financial services sec-
tor is a natural target because
we sit on high values which are
readily mobile. Accepting that
we are prime targets, firms such
as Euroclear need to monitor in-
telligence constantly to gauge
threat levels, but even if there
isn't a specificimmediate threat,
we should recognise there is an
ongoing general risk.

The industry can count-
er cyber-security risks using
closed, highly-secure systems
accessible to only a small group
of known counterparties. But
even when the centre of these
systems is highly secure, we still
need to think about the security
of the system as a whole.

There is no way we can stop
ourselves from being a target,
but we can ensure our defences
are varied and effective. l

Business leaders -
Think cyber
Wednesday 28 September -
10:15-10:45
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Addressing the

corporate agenda

HCorporates #Trade Finance #Standards Forum #Payments

Three sessions today tackle the question: are banks giving
their corporate customers what they need?

Serving customer needs should be the
key priority of any business - but the
customer's viewpoint can sometimes slip
from sight when highly-requlated and
complex businesses like banks are faced
with so many competing imperatives.
Three sessions today bring the needs of
banks' corporate customers sharply into
focus.

"Most banks are working continuously
with their large corporate customers
on a one-to-one basis to understand

flows across the business and with bank-
ing partners. “Innovation is obviously im-
portant - there's a huge level of interest
in SWIFT's global payments innovation
(gpi) initiative, for example,” she says,
noting also the importance of integration
and standardisation.

Seamless experience

For banks, the never-ending challenge
is to provide the easy integration and
seamless experience that corporate cus-
tomers expect (thanks in large part to the
success of international standards) while
still retaining a distinguishing edge that
allows them to deliver added value and
compete in anincreasingly commoditised
industry.

Betsy Clark, treasury director, Alliance
Data, believes that value-add should
come from an advisory approach focused
on achieving best practice and a holistic
view of the client relationship. “More of-
ten, we see a siloed, product-based offer
that doesn't understand or take account
of the full corporate footprint,” she says.
Alliance Data understands customer rela-
tionships better than most - the compa-
ny is the engine behind loyalty and mar-
keting campaigns for more than 1,000
consumer-facing companies worldwide
across all industries. With 30 or more
banking partners world-wide, Clark also
knows the difficulties of non-standard
banking practices and processes only too
well, and cites the huge variety of forms
and signature protocols required by dif-
ferent banks in different geographies.
"How do we make that better? | would
like to have a single source of expertise
for this.”

The challenge is to find innovative
financing solutions to help clients, but
which don't expose the bank to too

much risk.

Yunfei Liu, deputy general manager, global trade service, Bank of China

the customer’s strategy and refine the
bank’s (technology) investment plans,”
says Helen Sanders, editor of Treasury
Management International and modera-
tor for ‘'The Ultimate Corporate Wishlist'.
“But large corporates are multi-banked;
they want one way of doing things with
all their banks. So the important thing
is to define corporates’ priorities for the
banking community as a whole.”

Sanders expects the discussion to
focus on a number of areas: the new po-
tential of 'big data’ to help corporates
with a range of business analysis and
fraud prevention solutions; the continu-
ing search for supply chain efficiency;
and - perhaps above all - the challenge
of achieving deep integration of financial
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This is a topic that will also come under
scrutiny in ‘The corporate debate: Banks
should stop differentiating non-compet-
itive practices’, a Standards Forum ses-
sion which asks whether banks have lev-
eraged standards sufficiently on common
services to corporates. “Global corpo-
rates are dissatisfied with many aspects
of onboarding,” according to a recent
Celent report, which asserts: “Corporate
onboarding is one of the few differenti-
ators remaining in a commoditised envi-
ronment.”

Susan Feinberg, senior analyst at
Celent, who authored the report, is mod-
erating this debate. Although an ISO
20022 standard exists for electronic
bank account management (eBAM), up-

take has been limited. Feinberg suggests
the blame cannot be placed solely at the
banks' door. “Often these days it's less
a lack of technical standards and more
a case of underlying business rules and
inconsistent regulatory frameworks pre-
venting corporates from working with all
their banks in the same way,” comments
Feinberg. Alliance Data's Clark agrees: "I
would love eBAM to become a reality, but
we need to design an efficient process
before it can be automated, which gets
back to my point about the variety of
forms and signature protocols. Without
a better underlying structure, any eBAM
solution is destined to fail.”

Working capital

There will be a chance to hear answers
to the question, ‘How banks can help
corporates to grow their business?’ in a
session moderated by David Blair, man-
aging director, Acarate Consulting, and a
former treasury practitioner at Huawei,
Nokia, ABB and other multinational cor-
porates. Blair says it is important to re-
member the basics of the corporate-bank
relationship: “The raison d'étre of banks
is to support the real economy with fund-
ing and efficient payments. If working
capital is unpredictable and systems lack
transparency and efficiency, then that
saps energy from business, costs money
and ultimately affects growth.”

Yunfei Liu, deputy general manager of
global trade service at the Bank of China,
says her customers’ primary requirement
is for financing (Bank of China is one
of China's leading international-facing
banks, serving predominately Chinese
companies and joint ventures). “Manu-
facturers are looking to increase their
sales by providing financing to their deal-
ers or franchisees; sellers want to short-
en the duration of receivables and obtain
receivables financing without recourse
where possible,” she observes. “So the
challenge is to find innovative financing
solutions to help them, but which don't
expose the bank to too much risk.” During
the session, Liu will explain how Bank of
China is adapting its credit granting pro-
cess, as well as how it is using proprietary
online channels to respond to the desire
of corporate customers for more up-to-
date status information on transactions.

Shared infrastructure

Inevitably, the basic corporate require-
ments of funding and payment pro-
cessing get more difficult to deliver in a
complex world with ever-increasing reg-
ulatory requirements and ever-evolving
risks. Know-your-customer (KYC) checks
have a significant impact on the efficien-
cy of day-to-day issues such as account
opening requirements and dealing with
changes in signatory personnel, for ex-
ample. One way in which banks can sim-
plify and manage these requirements is
through shared infrastructure, as they
have already for sharing KYC information
in the correspondent banking realm, via
SWIFT's KYC Registry.
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| would love
eBAM to become
a reality, but we
need to design an
efficient process
before it can be
automated.

Betsy Clark, treasury director, Alliance Data

For many large corporates, and indeed
banks, a core objective is to standardise
and simplify financial management pro-
cesses in order to automate and aggre-
gate information flows more effectively.
Alliance Data, for example, intends to
build a single repository of financial data
using in-house expertise. As an example
of her ongoing challenges, Clark men-
tions the difficulty of managing the “buf-
fet” of security tokens required to access
the company’'s accounts with different
banks. As such, she is looking forward to
using a single connection to her banks
once Alliance Data completes its cur-
rent project to implement SWIFT access.
"SWIFT connectivity will be the building
block for so many things,” she says. B

|
TO LEARN MORE ...

The ultimate
corporate wish list
Wednesday 27 September -
10:15-11:15

The corporate debate:
Banks should stop
differentiating non-
competitive services
Wednesday 27 September -
13:00-13:45

How can banks help .
corporates grow their
business?

Wednesday 27 September -
14:00-15:00

www.sibos.com www.swift.com



Sweden’s award-winning Swish system, powered by D+H payments technology,

enables four million users, over 40 percent of the country’s population, to make
real-time payments. In fact, our payments technology supports millions of Faster

Payments transactions throughout Europe and Asia every day...

...JUST ONE MORE REASON WHY
FASTER PAYMENTS EXPERIENCE MATTERS.

Learn more at dh.com

|
. “1 SOLUTIONS
FOR PEOPLE.

©2016 D+H USA Corporation. All rights reserved. D+H is a trademark of D+H Limited Partnership.



ISO 20022 moves centre stage

As efforts to harmonise ISO 20022 implementation intensify,

practical experience is helping market infrastructures find
consensus and develop best practice.

Boris Brunner, member of the executive board,

The ISO 20022 Harmonisation Charter,
published during Sibos 2015 in Singapore,
has since been endorsed by numerous
market infrastructure operators, confirm-
ing their intention to apply the charter’s
principles in their adoption projects.

A signing ceremony this morning at the
Standards Forum s testament to the grow-
ing commitment to a common approach
to ISO 20022 implementation by market
infrastructures. Indeed, Sibos delegates
with a particular interest in the practical
application of the ISO 20022 messaging
standard will enjoy a packed agenda to-
day, as several sessions will be exploring
how far the industry has progressed in
leveraging I1ISO 20022, with reference to
several of the many initiatives under way
in payments and securities markets.

“There is already a greater under-
standing of, and support for, ISO 20022
around the world,” says Philip Verriest,
director for change management at
Euroclear, and one of today's speakers.
“Now that those using it in various do-
mains understand the benefits it brings,
there is a definite momentum building.”

Supporting interoperability

The 1SO 20022 Harmonisation Charter
has a dual aim, says Verriest: to continue
promoting ISO 20022; while at the same
time ensuring that the global community
deploys the standardin a harmonised way
to support interoperability. As fellow pan-
ellist David Renault, head of STEP2 ser-
vices and instant payments project man-
ager at EBA Clearing, put it, “A choice of
31 flavours is great for ice cream, but is a
worst-case scenario when you are trying
to adopt a singular definitive standard.”
Unveiled at Sibos last year, the char-
ter builds on discussions at the fourth
Market Infrastructure Summit, held at
SWIFT's New York offices in May 2015. At
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SIX Interbank Clearing

that summit, Isabel Schmidt, head of in-
stitutional cash management, Americas,
Deutsche Bank, was clear on the scope
and urgency of harmonisation. “It brings
benefits to end-users, and opportunities
for risk reduction,” she said. "By moving
to a single standard, the pool of data be-
comes consistent, allowing for better an-
alytics which can help with fraud preven-
tion and anti money-laundering efforts.”
Schmidt will be joining this morning's
first panel.

“The charter will play a central role in
helping to ensure consistency of imple-
mentation,” says Patrik Neutjens, head
of the ISO 20022 programme at SWIFT.
"SWIFT's ISO 20022 programme aims
to make sure that SWIFT is completely
geared up to offer ISO solutions at the
same level as FIN, to any market infra-
structure that is considering a move to
the standard,” he comments. “An effec-
tive community approach needs to be
consistent and transparent with a clear
understanding of best practice.”

SWIFT recently formed a global market
practice task force of market infrastruc-
tures and banks to assist in the dissemi-
nation of the ISO 20022 Harmonisation
Charter. Sponsored by the Payments
Market Practice Group (PMPG), the task
force aims to address the evolving I1SO
20022 standards requirements of high-
value payment systems providers. A first
set of additional market practice guide-
lines will be published in MyStandards,
SWIFT's online platform for sharing stan-
dards information, in the coming months.

"ISO 20022 allows for different ver-
sions, but unless this is done in a coordi-
nated manner, there is a risk of creating
exactly what you want to avoid by having
to support all those versions. The char-
ter therefore aims to keep that flexibility
without encouraging a free-for-all,” says
Verriest.

Market practices

Before today's signing, the agenda will
start with the session ‘ISO 20022 har-
monisation programme - Theory be-
comes practice’, which offers a progress
briefing on the ISO 20022 Harmonisation
programme, covering the latest adoption
status and best practice principles.

Thereafter, '1ISO 20022 Market Practice
Developments’ will focus on market prac-
tices under development in payments
and securities markets, with an outline of
their scope and timelines from represen-
tatives of the related working groups.

Among the organisations represented
on the panel, last October LCH.Clearnet
became the first central counterparty to
introduce 1SO 20022 to notify members
of margin calls. Gerard Smith, director of
collateral services at LCH.Clearnet not-
ed at the time that, “Leveraging SWIFT
enables members and their clients to be
notified of their margin obligations in a
more timely and standardised fashion.”
Since then LCH.Clearnet signed up to the
Charter as part of the firm's efforts to
provide clearing members with efficient
processes via its collateral management
services.

Two afternoon sessions will examine
ISO 20022 implementation planning in
payments and securities initiatives, both
highlighting recent and ongoing projects.

Among the payments session panel-
lists, Boris Brunner, member of the exec-
utive board of SIX Interbank Clearing, will
comment on the firm's implementation of
a new real-time gross settlement system,
which went live in April 2016, and the
development of definitions to support
the implementation of ISO 20022-based
interbank messages for payments on the
new platform.

In the securities session, panellists
will highlight three projects at differ-

ent stages in their implementation:
TARGET2-Securities  (T2S, which is
midway through its I1SO 20022 roll-

out programme); the Hong Kong Stock
Exchange's project to use ISO 20022 for
corporate actions; and the use of ISO
20022 for reqgulatory reporting in the EU
under MIFIR/MIFID2, which comes into
force in January 2018.

T2S, the single securities settlement
platform launched by the European Central
Bank last year, was first approved in 2008,
when IS0 15022 was the message standard
of choice in the securities back office. For
Siegfried Vonderau, head of division for
TARGET2/T2S services management at
the Bundesbank and session panellist, the
subsequent decision to only use ISO 20022
messages within T2S was taken partly be-
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cause of its broader scope, but also because
ISO 20022 can be deployed effectively in
both payments and securities markets.

Today will conclude with a session
on ‘ISO 20022 - An end-to-end success
story’. "This session is for anyone look-
ing to launch or join a standards initia-
tive, for inspiration and reassurance!”
says Andrew Muir, head of standards op-
erations at SWIFT.

Double-edged sword

As all standards experts know, wide-
spread adoption is a double-edged sword;
the value of a standard increases in pro-
portion to its number of users, which can
only be achieved by flexibility, but so too
does the risk of fragmentation. For now,
ISO 20022 seems to be maintaining a
healthy balance.

"We now have the right trade-off be-
tween flexibility and harmonisation,” says
Euroclear’s Verriest. “Although there will
always be some differences in definition
and market practice at a country lev-
el, given the way certain flows are han-
dled, there is nevertheless a narrowing
of these differences as overall harmon-
isation across markets accelerates.” B
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Get set for the new reality

#Data #Technology #Innotribe

The potential impact of digital technology innovation on our daily lives
is all-embracing, the public policy implications barely less so.

The future has never been clos-
er. According to some experts,
technology is set to change the
way we live and do business
more in the next 20 years than
in the previous 300. As such, the
need for individuals, companies
and governments to prepare
for a future with artificial intel-
ligence and cognitive computing
has never been more crucial.

One of the firmest fore-
casts made by Gerd Leonhard,
futurist, author and CEO of
The Futures Agency, concerns
the switch to voice control of
technology. Within five years,
Leonhard believes we will no
longer be typing into comput-
ers or tapping at mobile phones.
Voice recognition technology
will be so sophisticated that all
our interactions with computers
will be spoken. "Voice recogni-
tion has been around for some
time and never actually worked
- but now it is more than 99%
accurate.”

Your virtual friend?

As machines become intelligent,
in effect learning to hear as well
as toread, less time will be spent
programming computers and we
will be able to rely on computers
themselves to determine what
they should do. “The computer
will become our virtual friend.
It is a scary thought but this is
where self-learning devices, or
cognitive computing, are head-
ed,” he adds.

Until recently, Leonhard says
most transactions have been
too vast and too complex and
individual to be fully automat-
ed, but this is changing with the
introduction of next-generation
computing, specifically quantum
computing, artificially-intelligent
software and cognitive plat-
forms.

Coupled with public news-
feeds, commercial databases
and literally unlimited data from
social media, an increasing
number of financial transac-
tions are becoming automat-
able and virtualised. He says:
“IBM Watson is already working
on automating medical diagno-
sis and has recently acquired a
huge global library of MRI re-
cords and X-rays. A similar pro-
cess is happening in banking
- so within the next five years
I think a significant number of
transaction processes will end
up completely automated.

“Reading and voice recog-
nition have been the two big
hurdles. Once a machine can
actually read and speak, it can
carry out any routine job. This
means levels of automation will
be dramatically increased within
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Humans will focus only on
adding value to the routine jobs
we were doing in the past.

Gerd Leonhard, CEOQ, The Futures Agency

the next few years. Humans will
focus only on adding value to
the routine jobs we were doing
in the past.”

For Leonhard, the ubiquity of
cloud computing is inevitable
too, due its significant security
and cost advantages over tradi-
tional methods of data storage.
“Firms that are not going into
the cloud with their data will
probably not be competitive in
the near future,” he asserts.

With this new digital era come
newly emerging risks and respon-
sibilities. Different laws, regula-
tions and social contracts will be
needed as we look to harness the
potential benefits of new technol-
ogies, from machine-learning to
big data to blockchain. Leonhard
notes the increased budgets of

governments and companies in
the realm of cyber-security, but
points to many other public pol-
icy implications.

He says: “Wider use of
blockchain is inevitable be-
cause it makes transactions so
much quicker, cheaper and us-
er-friendly, but it will not work
without government supervi-
sion, approval or regulation. And
as technology frees up human
labour to be more meaningful
rather than routine, we must be
very careful not to lose our skills
and abilities. For example, the

ability to understand languages
should not be diminished by us-
ing apps that translate.

“In 10 years we will be in a
situation where computers and
machine intelligence will handle
so many tasks that we will no
longer understand how we did
them without them.”

Policy implications

In some respects, regulatory
frameworks are still struggling
to catch up with the wider im-
plications of a previous gener-
ation of information technology
innovation. Aurélie Pols, data
governance and privacy advo-
cate at Krux Digital and a mem-
ber of the ethics data group at
the European Data Protection
Supervisor, says we are only
now beginning to understand
the data privacy consequences
of widespread internet usage
and commercial exploitation,
and argues that we should learn
from past experience in prepa-
ration for the next wave of in-
novation.

Pols, who works closely with
data companies and software

public policy or industry-level
consensus may play arole in en-
suring responsible usage of this
resource. Pols calls into ques-
tion the lack of statistical anal-
ysis and hypotheses carried out
on big data today to rigorously
test its representativeness to
check for any biases, despite
the data mining and algorith-
mic tools available. "I think we
should move towards using
data in decision-making but we
should not forget the funda-
mentals of statistical analysis,”
she adds.

To some extent, machines
are learning to do this statisti-
cal analysis themselves, using
algorithms to check for diver-
sity whilst avoiding the risk of
identifying individuals. But Pols
argues that hypotheses and for-

In the future, customers will
not just buy a product, but a
relationship with a company.

Aurélie Pols, data governance and privacy advocate, Krux Digital

vendors, says greater use of
data aggregation techniques
may have reinforced inequali-
ty. “For example, those with a
low credit score will see a high
amount of advertising for pay-
day loans, getting them into
more debt. This practice was
recently banned in the US, and
slowly we are defining a better
balance between equality and
dignity for all and using data in
a more ethical way.”

Much of the new push toward
greater automation is fuelled by
vast pools of data, but here too
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mulas for data mining, as well
as the internal processes within
companies for determining ethi-
cal behaviour and treatment of
data, still need to be defined.

As privacy legislation and data
protection requlation evolve,
more companies are training
their data scientists about ap-
propriate practices relating to
privacy, sensitive data-handling
and consent. Some also form
ethical boards to improve these
processes.

“Datais seen as an asset - the
new oil - since the World Eco-

nomic Forum in 2011. Now the
requlation of the market for data
needs to be better defined,” says
Pols. “Rules for the exchange,
ownership and co-ownership of
data need to come in the next
three years.”

Reshaping reality

Innovation reshapes commer-
cial realities and, in turn, policy
implications. At present, many
firms remain focused on refin-
ing their marketing strategies
via data merging techniques
to achieve more effective per-
sonalisation. But Pols hopes
new breakthroughs will prompt
a move away from marketing-
focused uses of text-mining and
machine-learning toward prod-
uct development; technology
deployed to better understand
target audiences, creating prod-
ucts and services that engender
long-term relationships with
trusted and loyal customers.

“In the future, customers
will not just buy a product, but
a relationship with a company.
The move toward subscription
and rental models will encom-
pass responsibility for securi-
ty and the choices to be made
about data usage. Businesses
should not miss this oppor-
tunity to build on this new
concept of loyalty,” says Pols. H
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BANKING

Delivering a 21t century
payments experience

Evolving customer expectations are driving platform
consolidation, but is a single system desirable or achievable?

u

The online experience has led con-
sumers and businesses to have very
high expectations of payments services.
Payments market infrastructures (PMls)
are working to meet these expectations
and support innovation and new en-
trants - while continuing to deliver com-
plete resilience and reliability,” says Lisa
Lansdowne-Higgins, vice president, card
operations, Royal Bank of Canada.

PMIs have many common challenges,
including ageing systems and increasing
cyber-security and regulatory impera-
tives. As a result, we are witnessing a
wave of payment infrastructure renew-
al planning with some common threads:
delivery of real-time, or near real-time
retail payment systems; a move away
from proprietary standards to messaging
using the XML-based ISO 20022 standard
framework; and simplification of a multi-
plicity of legacy payment systems.

Are these trends moving us towards
a single platform for all payments? To-
day's session, moderated by Lansdowne-
Higgins, will consider the evidence.

Encouraging competition

Like many other large, complex economies,
the UK has multiple payment systems,
with their own rule books, governance,
standards and technology, says Andrew
Hauser, executive director of banking, pay-
ments and financial resilience at the Bank
of England. "Many of these are world-
class. But there are good reasons why UK

authorities are driving towards simplifica-
tion. Small pools of payments are costly in
terms of operational costs and collateral,
they create potential barriers to new en-
trants and they limit the potential to sub-
stitute between different schemes, which
would boost system-wide resilience.”

The UK's Payments Strateqgy Forum,
an industry-wide body established by the
UK Payment Systems Regulator, recently
published a draft strategy document for
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consultation, aimed at “encouraging com-
petition, innovation and increased service
standards across the payments industry”.
The strategy proposes a Simplified Pay-
ments Platform for UK payments using
open APIs and international messaging
(ISO 20022), to deliver greater competi-
tion and more innovation at lower costs.

Concurrently, the Bank of England
is drawing up a blueprint to replace the
UK's real-time gross settlement (RTGS)
system, now 20 years old, to ensure resil-
ience, but also guarantee responsiveness
to changing payment demands. The Bank
announced in June that direct access
is to be extended to non-bank payment
service providers meeting appropriate
standards, and has long made clear its in-
tention to move to ISO 20022 at the time
of the next major upgrade. A complete
reform package was released for consul-
tation just before Sibos.

But Hauser suggests there are limits
to simplification. “Promising to meet all
user needs on a single system is not on
the cards in the foreseeable future - nor
is it needed,” he says, stressing the val-
ue of distributed, but integrated systems
when it comes to ensuring resilience.

The European Central Bank (ECB) has
also been consulting the market on its
vision for the future of Europe's financial
market infrastructure, aimed at improving
efficiency and fostering further integra-
tion. Three priorities have been identified:
harmonisation of Eurosystem collateral
management arrangements; modernis-

A global experience

With major PMIs apparently well aligned
on the need for real-time payments and
the use of internationally-recognised I1SO
20022 messaging standards, how far
might the consolidation of payment plat-
forms go?

Tony Brady, global head of business
strategy and market solutions, BNY Mel-
lon Treasury Services, suggests a single
platform for all payments is a misnomer.
He prefers to think in terms of deliver-
ing a "global real-time experience for
cross-border payments, similar to the
experience already provided by global
wireless telecom companies”. And he
believes it is very achievable. “You need
standards, the network effect and glob-
al regulatory engagement to make this
happen.” Brady points to progress on
all three: work on global interoperability
of ISO 20022 messaging; the imminent
ubiquity of real-time payments; and reg-
ulators’ willingness to foster innovation.

If a single (global) platform for all pay-
ments is a wish too far, the ECB's Bayle
believes a single system - based on in-
terconnectivity of regional payment plat-
forms - might ultimately be achievable.
ISO 20022 offers this promise. “I think
it is necessary to consider the global di-
mension as we modernise our systems,”
he says.

The Bank of England’'s Hauser recog-
nises the desirability of ubiguitous in-
stant cross-border payments, but sounds

A multi-currency TARGETZ2 would not

only benefit non-euro member states,
but also position Europe well for any
future global interconnectivity.

Marc Bayle, director general, market infrastructure and payments, ECB

ing TARGET2, the pan-European RTGS
system operated by the Eurosystem; and
developing new services to support in-
novation - in particular, a pan-European
real-time payments scheme (SEPA Cred-
it Transfer Instant). For TARGETZ, the
vision is to consolidate it with TARGETZ2-
Securities (T2S) in order to reap the ben-
efits of T2S's use of ISO 20022 messag-
ing, access via different network service
providers and multi-currency capabilities.
“A multi-currency TARGET2 would not
only benefit non-euro member states,
but also position Europe well for any fu-
ture global interconnectivity,” says Marc
Bayle, director general, market infrastruc-
ture and payments at the ECB. A decision
on these proposals is imminent, and,
says Bayle, “by Sibos 2017, we will have
full clarity on where we see the future of
Europe's market infrastructure.”

a note of caution: “Obviously there are
strong commercial pressures, but this is
really the hardest part to achieve,” he
says, pointing to differences in market
practices, governance andrisk issues that
would need to be overcome. “Technolo-
gy - however revolutionary - is not going
to unlock this on its own.” In Europe, for
example, debate is ongoing about instant
clearing vs. instant settlement.

Open to debate

BNY Mellon's Brady is a member of the
vision group for SWIFT's global pay-
ments innovation (gpi) initiative, which
has created a rule-book for a same-day
business-to-business payments service,
offering transparency on fees, based on
service level agreements and SWIFT mes-
saging. More than 70 banks have joined

Sibos Issues 12

Payments market
infrastructures are
working to meet
high expectations
and support
innovation.

Lisa Lansdowne-Higgins, vice president,
card operations, Royal Bank of Canada

the initiative which will begin operations
in 2017. “A real-time, cross-border pay-
ment experience could be stitched to-
gether by having transformational pro-
grammes work together - such as gpi,
real-time payment systems and mobile
banking solutions such as M-Pesa,” says
Brady. Acknowledging the long-term na-
ture of such a project, Brady suggests it
should factor into today’'s deliberations.
“There's a danger in taking our foot off
the accelerator,” he says.

Lansdowne-Higgins sums up: “We are
at a convergence in many markets, and
there is a global mind-set about deliver-
ing an instantaneous client experience,
without compromising on clearing effi-
ciency, resiliency and reliability. But will
there ultimately be a single platform? |
don't think we've come to a conclusion
about that. For the time being, PMIs are
working through the heaviest priori-
ty for each of them. Let's see where it
leads.” H

Towards a sinqtle’platform
for all payments?

Wednesday 28 September -
09:00-10:00
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BANKING

Taming the robot

H#Technology #Cyber-security #Innotribe

The internet of things is becoming a ‘world-sized web' that will
change the nature of cyber-security threats, according to

Bruce Schneier.

It is an almost self-evident
truth that every technology
breakthrough brings new risks
as well as new opportunities.
Equally, the most profound ben-
efits and drawbacks may not be
the most immediately apparent,
but instead evolve over time. At
the dawn of the railway age, for
example, many warned of the
unknown effects of speed on the
human body.

Parallels have been drawn
between the impact of the in-
dustrial revolution, of which rail-
ways were a significant part, and
today's digital revolution. Digital
technologies are being deployed
to usurp established methods
of production and distribution,
as well as providing the basis
for myriad new services, of-
ten leveraging newly-available
streams of data. This revolution
brings disruption to some, but
is viewed as beneficial overall;
at the same time, the major
risks - e.g. theft of assets via
cyber-attacks, for example, or
job displacement - are regarded
as well-understood if not easily
prevented. Nevertheless, every
new stage in our new industrial
revolution gives rise to new risks
as well as new opportunities.

Re-think required

World-renowned information
security expert Bruce Schneier
believes the rapid growth of the
internet of things (IoT) - which ef-
fectively enables the widespread
network connectivity of multi-
ple everyday objects - requires
a re-think by organisations that
have to date focused their cyber-
security strategies on combat-
ting theft. “"With the advent of
the IoT and cyber-physical sys-
tems in general, we've given the
internet hands and feet: the abil-
ity to directly affect the physical
world,” noted Schneier - chief
technology officer at Resilient,
a cyber-security solutions pro-
vider owned by IBM - in a recent
blogpost.

In fact, Schneier goes further.
If the devices are the hands and
feet, the data they run onis pro-
vided by various sensors (“the
eyes and ears"), while their ac-
tions are dictated by processors,
algorithms and other forms of
analytics (“the brains”). In short,
he says, we have created a robot,
a "world-sized web", that will be-
come increasingly smart and ca-
pable over time. The wider impli-
cations are profound, as are the
challenges of securing such an
inter-connected network. “A lot
of the risks we already see are
going to be turned up to eleven,”
he says.

Broadly speaking, a cyber-
attack can enable a breach of
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confidentiality (e.g. data theft),
integrity (data manipulation), or
availability (preventing access
to data). While denial-of-service
attacks are common, breach-
es of confidentiality have been
a bigger concern of financial
institutions as these may com-
promise client confidentiality
and facilitate massive transfers
of value. But many experts, in-
cluding Schneier and James
Clapper, US director of national
intelligence, believe hooking up
more devices to the internet will
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devices into internet-enabled
computers will increase overall
vulnerabilities to cyber-attack
because the regular securi-
ty-based software fixes and up-
dates that protect smartphones,
for example, will not offer the
same level of protection to re-
frigerators and other devices
with slower replacement cycles.
Second, the sheer increase in
interconnectedness inherent
in loT growth will heighten the
unpredictability of cyber-at-
tacks, with new vulnerabilities

The internet of things will
allow for attacks we can't even

imagine.

Bruce Schneier, CTO, Resilient, IBM

force firms to focus on integrity
and availability as much as con-
fidentiality in their information
security strategies. According
to Clapper's latest threat as-
sessment report, “Future cyber
operations will almost certainly
include an increased emphasis
on changing or manipulating
data to compromise its integrity
(i.e., accuracy and reliability) to
affect decision-making, reduce
trust in systems, or cause ad-
verse physical effects.”

Why does the loT alter the na-
ture of cyber-security threats?
First, turning thousands of

arising via multiple unlikely and
labyrinthine linkages. Third, the
greater autonomy granted to
loT-linked devices - to change
temperatures, to open gates, to
drive cars etc. - allows reduced
human supervision, potential-
ly leaving cyber-attackers to
wreak damage for longer prior
to detection and remedy.

The construction of the IoT is
well under way and the warnings
of cyber-threats are plentiful. In
November 2013, cyber-criminals
broke into US discount retailer
Target via its air conditioning ser-
vices contractor, albeit to steal
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customer credit card details (con-
fidentiality) rather than to render
the stores unusable by controlling
the thermostat (integrity).

For Schneier, however, “the
internet of things will allow for
attacks we can't even imagine”.
This evolving, unpredictable
new risk is unsettling for an in-
dustry like banking, which by
nature is highly reliant on high
volumes of interactions across
multiple networks and is in the
midst of efforts to make its sys-
tems and services more easily

accessible to customers, e.q. via
smartphone-based apps. But
Schneier asserts that banks are
better prepared to handle the
growing loT threat than many
other organisations and enti-
ties, in part because of their
prior experience and expertise
in tackling cyber-attacks. Be-
yond governments, banks were
among the first organisations to
implement security operations
centres, for example, and have
invested heavily in the skills and
systems to thwart cyber-attacks.
Although he admits developing
a company-wide understanding
of cyber-security threats - a
task likely to become more im-
portant in the IoT era - remains
difficult for any large organisa-
tion. “Building a security culture
is harder - but banks are taking
the challenge very seriously,” he
told Sibos Issues.

Multi-faceted
defences

While the nature of cyber-attacks
will continue to evolve, so too will

Building a
security
culture is
harder - but
banks are
taking the
challenge very
seriously.

Bruce Schneier, CTO, Resilient, IBM

the tools available to those man-
ning the defences. Bold claims are
being made for security solutions
that use artificial intelligence and
machine learning to identify un-
usual patterns in data flows, for
example, at greater speeds and
volumes than can be achieved by
humans. Schneier is cautiously
optimistic and believes that Al
can contribute to existing efforts
to protect against cyber-attacks.
“Al-based solutions are able to
address an increasing range of
cyber-security threats, but the
big risk for potential users right
now is false alarms,” he says. "If,
for example, an ATM was to raise
a false alarm once in 100 uses,
the reputational damage would
probably be a bigger problem
for the bank than the effect of
a cyber-attack it is trying to pre-
vent.”

For the foreseeable future,
banks and other frequently-
targeted entities must seek to
balance artificial and human in-
telligence in their multi-faceted
cyber-defence strategies. But
Schneier suggests the mor-
phing nature of cyber-threats
from the loT requires a govern-
ment-level response too. From a
purely technological standpoint,
solutions are being developed
to protect data from rising in-
tegrity and availability threats.
Schneier worries, however, that
the complexities and tensions
between security and commer-
cial imperatives could com-
promise effective deployment:
"Governments need to play a
larger role: setting standards,
policing compliance, and imple-
menting solutions across com-
panies and networks.” H

Innovation in cyber-
security: Innovative
defences against
innovative attacks
Wednesday 28 September -
15:15-16:00
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SECURITIES

Is blockchain a

ame

changer for CSDs?

#Blockchain #Market Infrastructures

Though drawn to the potential of blockchain, central securities depositories are
approaching innovation in a context of increasing requlatory oversight.

Central securities depositories
(CSDs) are not necessarily a
natural place to look for innova-
tion. After all, their reputation is
based on stability and prudence:
the securities industry’s ulti-
mate backstop in a time of crisis.
Nevertheless, this is a period of
change for those responsible for
securities settlement. As Angus
Scott, head of product strate-
gy and innovation at Euroclear,
points out, regulators them-
selves, concerned with mitigat-
ing risk along the transaction
chain, have been reviewing both
the role and nature of CSDs.

“In Europe, this is partly re-
flected in the TARGET2-Securities
initiative, which is a fairly major
structural change,” says Scott.
“In addition, the CSD Requlation
helps to codify and standardise
aspects of the CSD business, but
also contains new ideas about in-
ter-CSD competition.” Other new
regulations such as UCITS V and
the Alternative Investment Fund
Managers Directive (AIFMD) con-
tain liability provisions that may
change the way CSDs interact
with customers, as part of reg-
ulators’ efforts to provide more
transparency for end-investors.

Both requlatory and techno-
logical change are traditional
drivers of process innovation

The industry has to balance
any kind of technology
innovation with the need to

ensure security.

Virginie O'Shea, research director, Aite Group

Slow progress?

The potential of blockchain-
based innovation to improve
post-trade processes attracted
significant attention at Sibos
2015 in Singapore. But progress
since then has been relatively
slow, not least because of the
complex issues around coordi-
nated industry migration. Panel
moderator, Virginie O’'Shea, re-
search director, Aite Group, sug-
gests that the challenges posed
to the financial services industry
by cyber-security risks may also
be acting as a brake on its em-
brace of DLT.

“The industry has to balance
any kind of technology innova-
tion or exciting development

lots and substantial exploratory
work over the past year, we've
yet to experience anything con-
cretely transformative.”

As with many other systemic
IT innovations, the most likely
area for progressisin developing
economies, where legacy infra-
structures are less entrenched,
or where consensus can easily
be reached on the need for a
market-wide replacement proj-
ect. “Adoption is always going to
be faster where you can develop
infrastructure from scratch or
where you are replacing some-
thing that was an entirely man-
ual process, rather than where
you have to run huge technolo-
gy systems in parallel with each
other,” says O'Shea.

A lot of the things people would like to do with
blockchain and capital markets in the areas of
security and authorisation are much easier to
do in the context of a CSD licence.

Angus Scott, head of product strategy and innovation, Euroclear

in the finance sector. And while
distributed ledger technology
(DLT) is expected to feature
prominently in today's debate,
the focus is likely to be less on
the threat of disintermediation
that decentralised ledgers may
pose, than on the benefits that
these and other technologies
can bring within the established
roles of CSDs.

“A lot of the things people
would like to do with blockchain
and capital markets in the areas
of security and authorisation,
for example, are much easier
to do in the context of a CSD
licence,” says Scott. “CSDs are
well-placed to respond to some
of the reqgulatory change in the
industry.”
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with the need to ensure se-
curity,” says O'Shea. “I would,
for example, be surprised if
the question of recent Bitcoin
breaches did not come up.”
Regulators are looking close-
ly at blockchain, in part attract-
ed by its potential transparency
benefits, but they have not yet
explicitly sanctioned its adop-
tion at the market infrastruc-
ture level. “Innovation in capital
markets tends to be rather slow
to reach critical mass,” says
O'Shea. “In Singapore, we hit
peak hype about blockchain; this
year | hope the discussion will fo-
cus on what we can realistically
do with this technology and the
timeframe needed to adopt it.
While we've seen a number of pi-

Two CSDs that have already
made strides in the practical ap-
plication of DLT will be represent-
ed on the panel. Cliff Richards,
general manager, equity post-
trade services, at the Australian
Securities Exchange (ASX), will
explain how the exchange group
has incorporated DLT into one
of its long-standing post-trade
market infrastructure priorities.

Mindful of the need to up-
grade or replace its existing
settlement platform - Clearing
House Electronic Subregister
System (CHESS) - the ASX en-
listed US-based firm Digital
Asset Holdings to help devel-
op solutions for the Australian
equity market using blockchain
technology that meet its need
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for scalability, security and per-
formance.

Speaking last month at the
Centre for International Finance
and Regulation in  Sydney,
Richards said that blockchain
could help modernise the
“non-functional” aspects of
CHESS, but added, "Blockchain
technology alone cannot solve
the challenge of real-time secu-
rities settlements and transac-
tions in capital markets.”

Further, Richards said there
was a need to map out a prag-
matic path for financial institu-
tions and intermediaries to im-
plement blockchain technology
in the longer term. “There is ab-
solutely no scenario we can see
in mainstream capital markets in
the near term where we would
apply the ultimate promise of
blockchain to solve the post-
trade processing problems,” he
said.

Getting practical

US post-trade utility DTCC has
also been working with Digital
Asset Holdings, in this case to
explore the potential use of
DLT solutions in repo transac-
tions. Nevertheless, panellist
Robert Palatnick, DTCC's chief
technology architect, acknowl-
edges that "distributed ledgers
may not be the solution to ev-
ery problem”, and suggests
market infrastructure oper-
ators and their users should
continue to consider the full
range of alternative opportuni-

ties to lower the costs and risks
through standardised industry
workflows and expanded use of
cloud technologies.

Writing on the TABB Forum
website, Palatnick noted: “Key
challenges with the platform will
need to be overcome before it
can be widely adopted or con-
sidered enterprise-ready.”

Whereas last year at Sibos,
the emphasis was on block-
chain's potential, discussion
in Geneva is likely to focus
more closely on its practical
application for market infra-
structure efficiency. For Scott
at Euroclear, there is also
the question of how far CSDs
should be driving DLT initia-
tives. "l suspect the divergence
will be between those who
are inherently conservative
- which one might say is the
natural mindset for CSD man-
agers - who see experimenta-
tion as something we should let
FinTech firms and investment
banks explore, and those who
see so much opportunity that
CSDs should definitely be look-
ing to play,” he says. i

Innovation in the CSD
space: What about
distributed ledger
technology?

Wednesday 28 September -
14:00-15:00
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Making the business case for
a better banking culture

H#Diversity

The benefits of diversity and inclusion in the workplace are increasingly well
understood, but cannot be achieved overnight.

J ustasachainisonly as strong
as its weakest link, the culture
at individual financial organisa-
tions can detract from the over-
all health of the global financial
system. With this in mind, insti-
tutions are putting behaviour,
diversity and inclusion at the
forefront of their agendas - and
seeing benefits to their bottom
lines as well as a reduction in
systemic risk.

This shift in perspective is an
important one, says Tinna Niel-
sen, anthropologist, behavioural
economist and founder of Move
the Elephant for Inclusiveness,
a non-profit focused on creating
systemic behaviour and cultural
change in organisations. “For too
long, diversity and inclusion have
been stuck in a compliance per-
spective or as something that is
nice to do because it is the right
or politically correct thing to do,”
says Nielsen. “The truth is that
diversity and inclusion should be
at the heart of good business de-
cisions at any organisation.”

Though significant strides in
changing behaviour and increas-
ing diversity and inclusion have
been made over the past two de-
cades, says Nielsen, “we are way
behind on this and it is, to put

simply, just a waste of people’s
potential. We need to reframe in-
clusion from a 'nice to have' to a
‘need to have',” Nielsen adds.

Crisis causes

This topic is on the radar of a
number of reqgulatory bodies,
such as De Nederlandsche Bank
(DNB), the Dutch national bank,
which has been examining the
role of “prevailing culture” or
how individual actions and group
dynamics affect the risk profile
and financial performance of in-
stitutions post-financial crisis.

“After 2008, we asked our-
selves whether the crisis - in
addition to economic and tech-
nical causes - was also due to
behavioural patterns,” says
Wijnand Nuijts, head of DNB's
governance, culture and organ-
isational behaviour department.
"So in 2009 we decided to de-
sign and develop a methodology
to integrate behavioural and cul-
tural aspects into our superviso-
ry practice.”

Since 201, the Dutch
supervisory authority has con-
ducted more than 50 cultural
and behavioural assessments
across the financial ecosystem,

—

Organisations are willing to
change. They are willing to
scrutinise the effectiveness of

their behaviour.

Wijnand Nuijts, head of governance, culture and organisational behaviour,

De Nederlandsche Bank
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from banks and insurers to pen-
sion funds and trust offices, iden-
tifying what it calls “fundamental
risks” in more than half. Some of
the pain points identified include
an “insular subculture”, “leader-
ship and chairmanship too much
focused on content, thereby ne-
glecting group dynamics,” and
a tendency toward *“consensus
and optimism”, over doing the
hard work that the diversity of
opinions often brings.

Kim Newell Chebator, exec-
utive vice president, head of
global markets at State Street,
understands the importance of
fostering an environment that
avoids groupthink. “To be suc-
cessful and innovative, it is es-
sential to encourage a culture
that supports constructive de-
bate through diverse percep-
tions and views.

Newell Chebator suggests
that a firm cannot be consid-
ered truly client-focused un-
less it has placed diversity
and inclusion at the heart of
its business. “We have several
initiatives running within our
workplace to try and encour-
age gender diversity. Mentoring
is key and we've established a
Career Partnership Programme,
in which vice-presidents and se-
nior vice-presidents are paired
with our CEQ’s direct reports to
accelerate the development of
our female talent,” she says.

Group dynamics

For DNB, continued monitoring is
key until the desired behavioural
change has been achieved. “We
looked to assess the quality of
decision-making by individuals
as well as the group dynam-
ics at the director and board
level of these financial institu-
tions,” says Nuijts, adding that
where people often fall short is
in their awareness of their own
behaviour and its direct link to
institutional performance.
Nielsen agrees. “Part of the
solution is reframing our un-
conscious minds, which domi-
nate our behaviour,” says the
former global head of diversity,
inclusion and collaboration at
Denmark’s Arla Foods. “In my
line of work, | saw this default
behaviour play out again and
again.” The key, she says, is to
mitigate bias “by gently push-
ing the brain in the direction of
inclusive behaviour and deci-
sion-making without promising
incentives or punishment”. This
can include anything from blind
hiring practices to using photos
of an executive committee or
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board to “humanise the num-
bers”, Nielsen says.

A pre-requisite for any change
programme is patience. Nielsen
believes it is important to ac-
knowledge that instilling new
behaviour patterns and positive
cultures in the financial sector
is, and will continue to be, hard
work.

“We were never promised
that this would be easy,” she
says. "I don't think it will ever be
easy - it would mean that we had
agreed too fast.” Nevertheless,
the long-term benefits are tan-
gible. Nielsen cites the research
of Scott E. Page, a University of
Michigan professor of complex
systems, political science and
economics, which asserts that
a more diverse team produces
better results even when com-
pared with teams comprised
solely of high performers.

Sharing best practice

Being able to refer to evi-
dence-based academic studies
is useful in winning over the
sceptics, but both Nielsen and
Nuijts believe in the importance
of creating a sharing community
of best practices as another key
way to increase diversity and in-
clusion - even among financial
institutions that have made pre-
vious missteps.

“Organisations are willing to
change,” Nuijts says. “They are
willing to scrutinise the effec-
tiveness of their behaviour and

It creates

so much joy

in our work

life when we
succeed in
being inclusive.

Tinna Nielsen, founder, Move the
Elephant for Inclusiveness

acknowledge how that affected
their performance. There is an
emphasis on reflection within a
group and how to make amend-
ments to their decision-making.”

At one level, organisations
perform their role within social
and economic systems more
effectively if they can improve
their culture and their deci-
sion-making through sharing
best practice. At another level,
individual members of the team
become more fulfilled because
they are able to contribute more
to the collective effort.

"We are all different and we
have to utilise the value in those
different ways of thinking,” says
Nielsen. "When we don't, we ex-
clude knowledge, information,
and people and that creates mis-
erable lives. It creates so much
joy in our work life when we suc-
ceed in being inclusive. Why not
make sure differences make a
difference?” M

Unconscious bias
awareness training is
hot, but the outcome
is not! How can we
design to encourage
inclusive behaviour?
Wednesday 28 September -
10:15-11:15

How to make
wiser decisions &
future proof your
organisations
hrough inclusion of
diverse perspectives
Wednesday 28 September -
14:00-15:30

Behaviour and
culture under the
spotlight

Wednesday 28 September -
15:30-16:30
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CONFERENCE NEWS

Look up
to the Saleve

To grandma with

How would tomorrow's gen-
eration tackle today’s banking
challenges? This question lies
at the heart of a recent SWIFT
Institute initiative to encourage
university students to apply the-
ories and knowledge learnt in
the classroom to real-life, prac-
tical problems faced by banks
and their customers. One pos-

Sibos, powered by SWIFT.

Nestled among the fray of cor-
porate logos and coffee stands
on the exhibition floor, delegates
may have noticed the colourful
sketching of the Saléve moun-
tain and Mont Blanc on a large
mural as this year's Sibos art in-
stallation takes shape.

Artists Guillaume Ozon and
Alexandre Levine started work
on their two murals on Mon-
day afternoon and expect to
be finished by Thursday. Using
water-based paints and steplad-
ders to reach their 220x230cm
canvasses, Ozon and Levine
have already attracted consider-
able attention.

“It's great to have the art on
display here and we have re-
ceived a lot of interest from del-
egates taking photos and asking
guestions about it,” says Ozon.

The eye-catching mural of the
Saléve, which overlooks Geneva,
will be donated to a local institu-
tion for disabled children, while
the second mural, focused on
the theme of finance, is expect-
ed to find a home in Geneva.

The art project is part of
SWIFT's partnership with the
Anouk Foundation, a Gene-
va-based charitable organisa-
tion that creates art to improve
the wellbeing of patients, res-
idents, family and staff in hos-
pitals, special needs facilities,
orphanages, psychiatric centres
and nursing homes. Il

sible answer will be presented
this afternoon on the SWIFT
stand by two members of a team
of students from University of
Warwick Business School, who
will outline a way of reducing
the time and cost involved in
sending remittances from the
UK to Indonesia, using recent
technological advances.

Taking the industry’s temperature

at the transformation

Banks have been living with
the gloomy reality of low inter-
est rates and higher capital re-
qguirements for some time now.
But in the current environment,
geopolitical shifts, the political
landscape and cybercrime are
creating the greatest doubt and
concern amongst delegates.
These are just some of the in-
sights that can be gained from
exploring the Transformation
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Their idea was inspired by
the difficulties experienced by a
friend's grandmother in collect-
ing remittances sent to Indone-
sia from the UK. Living on one of
Indonesia’'s 900-plus inhabited
islands, she would have to take a
day off work to reach the nearest
bank branch, thus incurring a re-
duction in the amount received,
in addition to the fees levied by
remittance service providers. The
proposed solution - which the stu-
dents have called HADU - involves
recent technology innovations,
including blockchain and near
sound data technology, but also
some innovative thinking, such as
high-security transport networks.
The students believe the solution
could prove cheaper, quicker and
more convenient than current re-
mittance services.

To find out more, come and
listen to Fiza Hussain and Sneha
Sunkara (pictured to the left)
give a talk and take questions at
14:00 this afternoon.

This year's pilot competition
was open to UK universities, but
the SWIFT Institute is already
working on setting up a new
challenge for students at univer-
sities across Canada, with the
aim of short-listed teams pre-
senting their solutions at Sibos
2017 in Toronto. A
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Lounge situated between the
exhibition hall and conference
rooms. Boasting white leather
chairs and cosy booths for con-
templation, the lounge also fea-
tures games that encourage con-
ference delegates to share their
views on issues that are trans-
forming the banking landscape.
In a nod to the technology
challenges facing banks, dele-
gates can also use colourful balls

lounge

of string to depict how their in-
stitutions are managing the dis-
ruption caused by FinTech.

So far, partnering with
FinTech companies or making
investments in-house are the
preferred options for institu-
tions (corporate and commercial
banks, central and retail banks,
software consultancies) from
EMEA, the Americas and Asia.
Some corporate and commer-
cial banks from Asia-Pacific and
EMEA indicated that they were
acquiring FinTech providers.

Using different  coloured
marker pens, Sibos delegates
are being asked to rank on a
scale from one (not threatened)
to 10 (very threatened) their
feelings about cyber-security
attacks. To date, most delegates
feel 'very threatened' by the
threat of malicious insiders - a
common cause of data leakages
and theft within organisations -
Trojans and social engineering
cyber-attacks that use psycho-
logical manipulation. Ransom-
ware and network intrusion were
also considered threatening.

Do you agree? Pop along to
the Transformation Lounge to
enjoy some thoughtful contem-
plation or share your insights
with other delegates. l

Meet the innovators

(part two)

Sharing insights and celebrat-
ing their victory, the three win-
ners of Innotribe’s Latin America
Startup Challenge will join the
Sibos conversation at the Inno-
tribe stand, 09:00 this morning.

Bitso, which connects Mexico's

traditional banking infrastruc-
ture to Bitcoin and blockchain
for international cross-border
payments, and Quotanda, the
school-managed  marketplace
for student financing (also Mex-
ico-based), will join Chile's Desta-
came, an enabler of financial in-
clusion for individuals and SMEs,
for an in-depth discussion about
their ideas, their strategies and
their markets with Juan Marti-
nez, SWIFT's head of Latin Amer-
ica & The Caribbean. The three
winners will then be available
to meet delegates at Innotribe’s
satellite FinTech Hub, stand B80.

“For us, the Startup Challenge
was an incredible opportunity,”
says Daniel Vogel, co-founder

and president of Bitso. “SWIFT is
an incredibly recognised name,
and Innotribe’'s competition has
a significant amount of clout.”
Participation in the Startup
Challenge entailed a two-day
coaching session on pitching.
“That has helped us to attract
capital - we've raised a round of
financing since then,” says Vogel.

Another takeaway from the
Startup Challenge was the in-
sight that disruption doesn't
rule out collaboration with cur-
rent players. “In the months
since the challenge, we've
opened new partnerships with
financial institutions in Mexico
that we thought wouldn't want
to work with us. Now, we've
found a way to work with them,
and that's meant a lot of growth
for us,” says Vogel. And how are
you finding Sibos? “I'm amazed
by the amount of work that ev-
erybody is putting in. It's a lot of
fun, too.” W
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